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Abstract

Autonomous agents built on large language models (LLMs) increasingly act in the world by emitting sequences of
tool calls, yet the operators who deploy, audit, and secure these agents have few lightweight means of characterising
what an agent is doing from its externally observable behaviour alone. This paper investigates whether the
operational context of an autonomous agent can be inferred purely from the dynamics of its tool-call trajectory—the
length, ordering, repetition, success profile and parameter complexity of its actions—without inspecting which
specific tools are invoked or the semantic content of their arguments. We formalise a trajectory as a sequence of
typed actions and define a family of feature representations that range from pure structural dynamics to full content-
aware descriptors. Using TRAJECT-Bench, a public benchmark of 1670 executable LLM-agent tool-use trajectories
spanning nine task domains, we train and cross-validate four classifiers and quantify a clear information gradient. A
representation using only sixteen content-agnostic dynamics features attains a macro-F1 of 0.968 (accuracy 0.967,
Cohen’s k 0.963, MCC 0.963) against a nine-class random baseline of 0.111, and augmenting these dynamics with
generic action-verb n-grams raises macro-F1 to 0.995. All pairwise gains are statistically significant (paired t-test, p
< 0.01). An early-detection analysis shows that four to five observed actions are sufficient to exceed 90% accuracy,
and the dynamics-only model is inexpensive to train and serve (0.16 ms per trajectory at inference). These results
provide evidence that the behavioural shape of an agent’s actions is itself a discriminative fingerprint, with direct
applications to agent observability, anomaly detection, and provenance. We release a fully reproducible single-file
benchmark and discuss the path from task-domain fingerprinting toward backbone-model attribution.
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1. Introduction

Large language models (LLMs) have rapidly evolved
from passive text generators into autonomous agents
that plan, reason, and act upon external environments
through structured tool calls [1, 2, 3]. Modern agent
frameworks orchestrate application programming
interfaces (APIs), web services, databases, and code
interpreters, allowing a model to decompose a
natural-language goal into a multi-step trajectory of
concrete actions [4, 5, 6, 7]. As these systems move
from research demonstrations into production
deployments—customer-support automation,
financial analysis, travel planning, and software
engineering—the trajectory of tool calls an agent
emits becomes the primary externally observable
record of its behaviour.

This shift creates an acute operational problem. When
many heterogeneous agents run concurrently behind a
shared gateway or tool-serving layer, the operator
responsible for reliability, cost control, and security
often observes only a stream of tool invocations with
limited or no access to the agent’s prompt, its
backbone model, or the semantic content of its
intermediate reasoning. Security studies have
repeatedly shown that agentic tool use dramatically
enlarges the attack surface: indirect prompt injection
can hijack an agent into executing attacker-controlled
actions [32, 33, 37], and comprehensive threat
surveys catalogue dozens of distinct manipulation,
exfiltration, and protocol-level exploits unique to
LLM agents [34, 35, 36]. In such settings, the ability
to characterise “what kind of behaviour is this?”
directly from the observable action stream quickly,
cheaply, and without privileged access is a
prerequisite for monitoring, anomaly detection, and
incident response.

A natural question follows: how much can be inferred
about an agent from the shape of its actions alone?
Intuitively, different operational contexts induce
different behavioural rhythms. An agent performing
weather look-ups issues short, low-branching
sequences with few parameters; an agent conducting
financial analysis chains dependent calls with heavy
parameterisation and occasional retries; a gaming
assistant exhibits yet another cadence. If these
rhythms are consistent and separable, then the
dynamics of a trajectory, its length, the entropy of its
action distribution, its repetition and retry structure,
its success profile, and its parameter load—constitute
a behavioural fingerprint, analogous to how the
sequence of system calls emitted by a process
fingerprints the program that produced it in host-
based intrusion detection [24, 25, 29].

The central issue this work addresses is that existing
tools for reasoning about agent behaviour largely
sidestep this observable signal. Trajectory-aware
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benchmarks evaluate whether an agent selected the
correct tools and produced the correct answer [8, 9,
10, 11, 12, 13], but they measure task success, not the
identifiability of the behaviour itself. Conversely, the
emerging literature on LLM fingerprinting and
attribution establishes that models leave identifiable
traces, yet it operates almost exclusively on generated
text, weights, or output distributions [14, 15, 16, 17,
18], not on the structural dynamics of tool-use
trajectories. To our knowledge, no prior work asks
whether the behavioural dynamics of an agent’s tool-
call sequence stripped of tool identity and argument
contents are sufficient to identify its operational
context. This is the gap we fill.

This paper makes the following contributions. (i) We
formalise agent behavioural fingerprinting as a
sequence-classification problem over typed tool-call
trajectories and define a graded family of feature
representations  that  isolates  content-agnostic
dynamics from content-dependent tool identity. (ii)
We construct a rigorous, fully reproducible
benchmark on the public TRAJECT-Bench corpus
[8], evaluating four classifiers across five feature
representations with a complete metric suite
(accuracy, macro- and weighted-F1, balanced
accuracy, Cohen’s «, Matthews correlation
coefficient, and one-vs-rest ROC-AUC) under
stratified cross-validation. (iii) We show that purely
structural dynamics sixteen features containing no
tool identities whatsoever identify the agent’s task
domain with macro-F1 0.968 against a 0.111 chance
baseline, and we establish the statistical significance
of the information gradient across representations.
(iv) We demonstrate practical viability through an
early-detection analysis (four to five actions suffice
for >90% accuracy) and an efficiency profile suitable
for online deployment. (v) We are explicit about
scope: the label recovered here is the task domain,
not the backbone model, and we delineate precisely
why content-based separation is trivial while the
dynamics-only result is the scientifically meaningful
finding, and how the same pipeline extends to model
attribution given appropriately labelled traces.

The remainder of the paper is organised as follows.
Section 2 reviews related work across autonomous
agents and tool use, trajectory evaluation, LLM
fingerprinting, sequence-based intrusion detection,
and agent security. Section 3 presents the proposed
method, its architecture, and its mathematical
formulation. Section 4 describes the experimental
setup, and Section 5 reports and interprets the results.
Section 6 benchmarks the approach against recent
related paradigms. Section 7 discusses limitations,
and Section 8 concludes with future directions.
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2. Related Work

We organise the literature into five themes that build
toward the proposed method: (2.1) autonomous LLM
agents and tool use, which define the object of study;
(2.2) trajectory-aware evaluation, which established
tool-call traces as first-class data; (2.3) fingerprinting
and attribution of LLMs, which motivates the
identifiability — question; (2.4)  sequence-based
intrusion detection, the closest methodological
ancestor; and (2.5) agent security and observability,
which supplies the application context.

2.1 Autonomous LL.M agents and tool use

The reconceptualisation of LLMs as autonomous
agents is surveyed comprehensively by Wang et al.
[1] and Xi et al. [2], who describe the now-canonical
decomposition of an agent into profiling, memory,
planning, and action modules, with tool use as the
principal mechanism of action. Qu et al. [3] survey
tool learning specifically, taxonomising how models
are taught to select, parameterise, and sequence
external functions. Foundational techniques include
Toolformer [5], which teaches a model to self-
annotate API calls; Gorilla [6], which connects an
LLM to massive API collections; ToolLLM [7],
which scales instruction tuning to over sixteen
thousand real-world APIs; and multi-agent
orchestration frameworks such as AutoGen [4].
These works establish that tool-call trajectories are
the natural behavioural output of modern agents, but
they focus on how to produce good trajectories rather
than on what an observed trajectory reveals about its
producer [42]-[53].

2.2 Trajectory-aware evaluation of agents

A second line of work recognises that evaluating only
an agent’s final answer is insufficient and that the
trajectory itself must be assessed. TRAJECT-Bench
[8], the corpus used in this study, pairs executable
tools across nine practical domains with tasks
grounded in production-style APIs and reports
trajectory-level diagnostics including tool selection,
argument correctness, and dependency or order
satisfaction. t-bench [9] evaluates agents on multi-
step retail and airline tasks; AgentBench [10] spans
eight interactive environments; ToolSandbox [11]
introduces stateful, conversational  tool-use
evaluation; and MCP-Bench [12] benchmarks agents
on complex real-world tasks served through the
Model Context Protocol. Song et al. [13] use
trajectories as an optimisation signal for exploration-
based agent training. Collectively these benchmarks
legitimise the tool-call trajectory as a rich, structured
data object; however, their objective is to score task
competence, whereas we treat the trajectory as a
signal for identifying the behaviour that generated it
[54]-[63].
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2.3 Fingerprinting and attribution of large
language models

The identifiability of machine-learning models is an
active research area. LLMmap [15] shows that a
model family can be fingerprinted from its responses
to a small set of crafted queries, while instructional
fingerprinting [16] and HuRef [17] embed or extract
human-readable identifiers to protect intellectual
property. TRAP  [18] performs  black-box
identification through targeted adversarial prompts,
ProFLingo [19] provides a fingerprint-based IP-
protection scheme, and scalable and probabilistic
schemes extend fingerprinting to many models and to
stolen-model hunting [14, 22]. Watermarking [23]
embeds detectable statistical signals into generated
text. Most directly related to our motivation,
Bhardwaj and Mishra [20] identify the underlying
LLM inside a deployed generative application, and
Bitton et al. [21] detect stylistic fingerprints of LLMs.
Crucially, this entire body of work fingerprints
models through generated text, weights, or output
distributions; none examines the structural dynamics
of an agent’s tool-call trajectory, which is the
modality we study.

2.4 Sequence-based intrusion detection: the closest
methodological ancestor

The problem of classifying a process from the
sequence of discrete, typed operations it emits is well
established in host-based intrusion detection (HIDS),
where system-call traces are analysed to distinguish
normal from anomalous program behaviour. Sworna
et al. [24] systematically review natural-language-
processing methods applied to system-call sequences,
and Subba and Gupta [25] demonstrate that a TF-IDF
vectoriser ~ combined  with  singular  value
decomposition detects anomalous system processes,
an approach structurally identical to representing a
tool-call sequence by weighted n-grams. Kumar and
Subba [26] and Mvula et al. [27] apply word-
embedding feature extraction to system calls,
Wunderlich et al. [29] quantify how the
representation of a system call affects detection, and
Joraviya et al. [28] render call sequences as images
for deep classification. Liao et al. [30] combine
dynamic features with a relaxed support-vector
machine, and Nakip and Gelenbe [31] propose online
self-supervised detection. These works validate the
core premise that a sequence of discrete actions
carries a recoverable behavioural signature; we
transfer this premise from operating-system calls to
LLM-agent tool calls, and additionally isolate purely
structural dynamics from token identity.

2.5 Agent security, observability, and provenance
The security literature makes the practical case for
behavioural characterisation. Greshake et al. [33]
introduced indirect prompt injection, Debenedetti et
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al. [32] operationalised it against tool-using agents
with AgentDojo, and Liu et al. [37] demonstrated
injection against LLM-integrated applications. Broad
surveys [34, 35] and harmfulness benchmarks [36]
document how agency multiplies risk, while Ruan et
al. [38] emulate sandboxes to surface agent risks. A
recurring theme is the lack of lightweight
observability over what agents actually do at the tool
layer. Our method contributes precisely such an
observable, content-independent signal.
Methodologically, our framing also draws on
authorship attribution and stylometry [39], where an
author is identified from style-bearing but content-
independent features, and on classical ensemble
learning [40, 41].
3. Proposed Work
We propose a behavioural fingerprinting pipeline that
maps an agent’s tool-call trajectory to a
discriminative representation and classifies its
operational context. The design is guided by one
principle: to test whether behaviour itself not the
identity of the tools invoked carries an identifiable
signature, the representation must permit a clean
separation between content-agnostic dynamics and
content-dependent identity. This section formalises
the problem (3.1), defines the feature representations
(3.2), specifies the classifier and decision rule (3.3),
states the evaluation metrics (3.4), describes the
architecture (3.5), and justifies the design choices
(3.6).
3.1 Problem formulation
Let an agent execute a task by emitting an ordered
trajectory of tool calls. We model a trajectory T as a
finite sequence of typed actions, where each action
carries an observed tool (operation) identifier, an
execution status, and a set of supplied parameters, as
defined in Eq. (1).

7= (ai,az, --.,ar), a;= (04, S¢, E (1

)

Here o t denotes the invoked tool at step t, s t €
{success, failure} its execution status, and p t the
vector of required and optional parameters supplied
to it; T = 1] is the trajectory length. Given a labelled
corpus of trajectories {(t i, y i)}, where y i € C is
the operational context (here, the task domain), the
goal is to learn a classifier f: 1t — C. A feature map
¢(t) transforms the variable-length symbolic
trajectory into a fixed-dimensional vector formed by
concatenating three complementary views structural,
verb, and content as in Eq. (2).

¢(T) = [¢H1‘l‘\101r(7—) || ¢VUI‘1)(7—) || d)(t(mtunt(T)] € (2
)
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The design deliberately makes ¢ _struct and ¢ _verb
independent of tool identity, so that the contribution
of pure behavioural dynamics can be measured in
isolation by ablating ¢ _content. This separation is the
methodological core of the study and directly enables
the information-gradient analysis of Section 5.
3.2 Feature representations
Structural dynamics (¢_struct). Sixteen scalar
features summarise the shape of a trajectory without
reference to which tools are used. They comprise
length and diversity statistics (number of calls,
number of unique tools, unique- and repeat-ratios),
the reliability profile (success ratio, failure count and
ratio), parameter-complexity statistics (mean and
maximum required parameters, their standard
deviation, mean and maximum optional parameters,
and mean total parameter load), a retry indicator
(count of immediately repeated tools), and two
entropy terms. The Shannon entropy of the tool-
occurrence distribution, Eq. (3), captures how
concentrated or exploratory the trajectory is.
) 3

H(r) =—=2> _p(o)logs (o), plo) =32 1o, = )

ocO

Repetition and retry structure, Eq. (4), quantify
looping and corrective behaviour, where unique(-)
returns the set of distinct tools and 1[-] is the
indicator function.

) T (4
p(r) =1 *w’ R(D =D 1o, = o,

t=2 )

Because ¢_struct contains no tool names, argument
values, or textual tokens, any predictive power it
exhibits must originate from behavioural dynamics
alone. Verb features (¢_verb) abstract each tool name
to a small, fixed vocabulary of sixteen generic action
primitives (e.g., search, get, list, create, update, filter)
and encode the resulting verb sequence as weighted
1-3-gram term frequencies; these describe the
workflow grammar of the trajectory while remaining
agnostic to the specific service invoked. Content
features (¢_content) encode the normalised tool-
name sequence as TF-IDF-weighted 1-2-grams, Eq.
(5), where f(g,7) is the frequency of n-gram g in 1, N
is the corpus size, and df(g) is the document
frequency of g. This view is intentionally content-
dependent and serves as the upper bound of the
information gradient.

tfidf(g, 7) = f(g, 7) - log 3¢ ®

)

From these views we construct five nested
representations of increasing information: Structural
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(p_struct only), Verb-ngram (¢ verb only),
Behaviour (¢_verb @ ¢_struct, i.e., all content-
agnostic signal), Content (¢ content @ ¢_struct),
and Full (all three). Continuous features are
standardised to zero mean and unit variance; sparse
n-gram blocks are fused with the dense structural
block by horizontal concatenation.

Table 1. Feature representations, from purely
behavioural dynamics to full content-aware
descriptors.

Representation | Components | Dim. Uses
tool
identity?
Structural 16 dynamics 16 No
scalars
Verb-ngram generic action- | <150 No
verb 1-3-
grams
Behaviour verb-grams @ | <166 No
structural
Content tool-name 1- | <416 Yes
2-grams @
structural
Full content <566 Yes
verb @
structural

3.3 Classifier and decision rule
Each representation is classified by four
complementary  learners: multinomial logistic
regression, a random forest [41], extremely
randomised trees, and histogram-based gradient
boosting, all implemented in scikit-learn [40]. Tree
ensembles are chosen because the structural features
are expected to interact non-linearly (for example,
high retry count is discriminative only in conjunction
with low success ratio), which linear models cannot
capture. For an ensemble of B estimators, the
predicted context is the arg-max of the averaged class
posteriors, Eq. (6).
B (6
Y =argmaX.cc 5 Z Pp(c|lo(r )

3.4 Evaluation metrics

Because the nine classes are only mildly imbalanced,
we report a metric suite rather than accuracy alone.
The macro-F1 score, Eq. (7), averages per-class F1
and therefore weights every domain equally,
penalising models that neglect minority domains.

2P. R (7
Macro-F1 — |C| E P 7
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We additionally report Cohen’s k and the multiclass
Matthews correlation coefficient (MCC), Eq. (8),
both of which correct for chance agreement and are
robust under class imbalance; here p o and p e are
the observed and expected agreements, and the MCC
terms are computed from the confusion matrix (c
correct predictions, s samples, p k and t k the
predicted and true totals for class k). We further
report balanced accuracy, weighted-F1, and the one-
vs-rest macro ROC-AUC.

cs — Zp;,.t,,. (8

k="l MCC= k
" NGEDSTIGEDS

3.5 System architecture

Figure 1 depicts the end-to-end pipeline. A raw tool-
call trace is parsed and normalised into the typed
action sequence of Eq. (1); three feature extractors
then operate in parallel. The dashed region marks the
behavior only path structural and verb features which
never observes tool identity. Extracted views are
fused by ¢(t) and passed to the classifier, which
emits the predicted operational context. The
architecture is modular: the content extractor can be
disabled at inference to obtain a strictly content-
independent  detector, and the same fused
representation  supports the truncated-trajectory
operation used for early detection.

Behavioural Fingerprinting of Autonomous Al Agents — System Pipeline

i

i

Al Agent Trace Parsing :
Tool-Call & Normalisation

Trace (thol, status, param) |

|

|

31,02, . a7

Content features.
F-IDF tool-name n-gram:

Feature Classifier
Fusion ET / HGBM
#(0) - domain

Dynamics features ||
len, retries, entropy, -
sucey -

Verb features
generic action n-grams

Figure 1. Proposed behavioural-fingerprinting
architecture. The dashed region is the content-
agnostic path used to isolate the contribution of pure
dynamics.

3.6 Design justification and algorithm

Three design decisions distinguish this approach from
prior paradigms. First, unlike LLM fingerprinting
methods that probe a model with crafted inputs and
read its generated text [15, 16, 18], our method is
passive and observational: it consumes only the tool-
call trace an agent already emits, requiring neither
query access nor model internals. Second, unlike
trajectory-evaluation benchmarks that score task
correctness [8, 10, 11], we treat the trajectory as an
identity signal and optimise for discriminability
rather than success. Third, and most importantly, the
explicit factorisation of ¢(t) into content-agnostic and
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content-dependent blocks converts a vague question Finance 135 8.1%
(“can agents be fingerprinted?”’) into a measurable ; ,
gradient, allowing us to attribute predictive power to Gaming 185 11.1%
specific, interpretable  behavioural properties. Mapping 200 12.0%
Algorithm 1 summarises the procedure. Musi 200 12.0%
Algorithm 1: Behavioural fingerprinting of tool- uste 0
call trajectories News/Media 180 10.8%
Input : corpus {(tau i, y i)}; representation R in Travel 170 10.2%
{Struct,Verb,Behaviour,Content,Full} 5
Output: fitted classifier f R and cross-validated Weather 200 12.0%
metric suite M Total 1670 100.0%

1 for each trajectory tau_i:

2 parsetau i->[(o t,s t,p t)] {t=1.T} #
typed actions, Eq.(1)

3 phi_struct <- 16 dynamics features #
length,entropy,retries,params Eq.(3-4)

4  phi verb <-tfidf(1-3gram over generic verbs)
# workflow grammar

5  phi_content<- tfidf(1-2gram over tool names)
#Eq.(5)

6 phii <-select/concat blocks per R #
Eq.(2)

7 standardise dense features; horizontally fuse
sparse+dense blocks

8 for each model m in
{LogReg,RF,ExtraTrees,HistGBM}:

9  M[m] <- StratifiedKFold(5)-CV(m, {phi_i},
{y_i}) #Eq.(6-8)

10 return arg max over class posteriors, metric suite
M

4. Experimental Setup

4.1 Dataset

We evaluate on TRAJECT-Bench [8], a public
benchmark of executable LLM-agent tool-use
trajectories. We use the sequential configurations,
retaining 1670 trajectories with non-empty tool lists
across nine task domains. Each record provides the
ordered list of tool calls with, for every call, the tool
name, execution status, and the required and optional
parameters  supplied—exactly the typed-action
structure of Eq. (1). One configuration (sequential e-
mail) is malformed in the upstream repository and is
excluded. Trajectories contain between 3 and 10 tool
calls (median 6, mean 6.4). The prediction target is
the task domain, giving a nine-class problem with a
majority/random baseline of 0.111. Table 2 reports
the class composition and Figure 2 visualises the per-
domain counts and action-length distributions.

Table 2. Composition of the nine-domain trajectory
corpus.

Domain # Share
Trajectories

E-commerce 200 12.0%

Education 200 12.0%

() Trajectories per domain
nnnnnn >

00 200 300
200 10] - T
185 i
s 170 |
4
135 8]
S 100
2
€ B
5
2 sof
4 L
2
3] L1
o jucationfinance gamingmapping music news travel weather

ecommered: na an news b

(b) Action-sequence length by domain

Figure 2. (a) Number of trajectories per domain. (b)
Distribution of action-sequence lengths by domain;
medians cluster near six calls, with domain-
dependent spread.

4.2 Protocol

All metrics are computed under stratified five-fold
cross-validation with a fixed random seed; out-of-
fold predictions are aggregated before scoring so that
every trajectory is evaluated exactly once out-of-
sample. Confusion matrices and per-class metrics use
these out-of-fold predictions. For efficiency profiling
and the learning curve we additionally use a single
stratified 75/25 split. TF-IDF vocabularies and the
feature standardiser are fit within the training portion
of each fold to prevent leakage. Statistical
significance of differences between representations is
assessed with paired t-tests over the five per-fold
accuracies of a common classifier (extremely
randomised trees). The complete pipeline—data
download, feature extraction, training, and
evaluation—is implemented as a single reproducible
script using only standard scientific Python libraries
[40].

5. Results and Performance Evaluation

5.1 The information gradient: how much
fingerprint lives in each signal

Figure 3 and Table 3 report the central result. Moving
from the weakest to the strongest representation, the
best macro-F1 rises monotonically: Verb-ngram
0.857, Structural 0.968, Behaviour 0.995, and
Content and Full both 1.000, against a random
baseline of 0.111. The most important observation is
that the Structural representation—sixteen features
containing no tool identities, argument values, or
textual tokens, already classifies the operational
context with macro-F1 0.968, accuracy 0.967+0.009,
Cohen’s k 0.963, MCC 0.963, and one-vs-rest ROC-
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AUC 0.999. Pure behavioural dynamics therefore

constitute a strong fingerprint of what the agent is

doing.

Information gradient: how much fingerprint lives in each signal
0.995 1.000 1.000

o

0.968

0.857

I o 14
IS o @

Best macro-F1 (across classifiers)

o
~

==+ Random chance = 0.111

0.0

Verb-ngram Structural Behaviour Content Full

Figure 3. Information gradient: best macro-FI
(across classifiers) for each representation against
the random-chance baseline. Purely structural
dynamics reach 0.968 with no tool identities.

The increments are individually significant. Adding
generic verb grammar to structural dynamics
improves accuracy from 0.960 to 0.995 (paired t-test,
p = 0.0011); behaviour exceeds the verb-only view
by a wide margin (p = 1e-05); and the final gain from
behaviour to content is small but significant (p =
0.0086). Both content-agnostic views vastly exceed
chance (structural vs chance, p = 3e-09; verb vs
chance, p = 8e-09). The interpretation is twofold. The
near-perfect Content result is expected and, on its
own, scientifically uninteresting: tool names are
bound to domains (a Spotify search implies music, a
hotel-pricing call implies travel), so classifying by
tool vocabulary is close to a look-up. The meaningful
findings are that (i) dynamics alone suffice for high
accuracy and (ii) the tiny content-to-behaviour gap
shows that most of the discriminative information is
already present in behaviour, independent of identity.
Table 3. Best classifier per representation under 5-
fold CV (meanzstd for accuracy). Baseline =0.111.
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t Reg | £0.00 | 00 | 00 | 00 | 00 | 00
0 0 010
Full Log | 1.000 | 1.0 | 1. | 1.0 | 1. | 1.
Reg | £0.00 | 00 | 00 | 00 | 00 | 00
0 0 010

5.2 Classifier comparison and the role of non-
linearity

Figure 4 shows macro-F1 for every representation-
classifier pair. Two patterns stand out. On the
Structural representation, logistic regression attains
only 0.644 macro-F1 whereas the tree ensembles
reach 0.968-0.962. This large gap confirms the
design hypothesis of Section 3.3: behavioural
dynamics separate contexts through non-linear
interactions among features (e.g., retries combined
with low success ratio and high parameter load),
which a linear decision boundary cannot exploit. On
content-bearing  representations the  distinction
vanishes because tool-name n-grams are already
linearly separable. Table 4 details the four classifiers
on the Structural representation, the setting of

greatest scientific interest.
Macro-F1: classifier x feature set (5-fold CV)

Structural

Verb-ngram

o
T
Behaviour|  0.925 0.994 0.995 0.992 080 £
2
0.75
Content|  1.000 0.998 1.000 1.000
0.70
Full 1.000 1.000 1.000 1.000 0-65
- 0.60
LogReg RandomForest ExtraTrees HistGBM

Figure 4. Macro-F1 for each classifier (columns) and
representation (rows) under 5-fold CV. Tree
ensembles dominate on the non-linear structural
signal.

Table 4. Classifier comparison on the Structural
(dynamics-only) representation.

Classifie | Accura | Mac | Ba | Co M | RO

r cy ro- . | hen | CC | C-
F1 | Ac K AU
c C

LogReg | 0.657+= | 0.64 | 0.6 | 0.61 | 0.6 | 0.9
0.010 4 48 4 14 | 27

Random | 0.957+ | 0.95 | 0.9 | 0.95| 0.9 | 0.9
Forest 0.006 8 58 1 51 | 98

ExtraTre | 0.960= | 0.96 | 0.9 | 095 | 09 | 0.9

Repres | Best | Accu | Ma | B [ Co | M | R
entatio | mod | racy |[cro |al. | he | C | O

n el -F1| A| n | C | C-

cc | K A

U

C

Verb- Extr | 0.866 | 0.8 | 0. | 0.8 | 0. | O.
ngram aTre | £0.00 | 57 | 85 | 49 | &85 | 99
es 9 3

Structu | Hist | 0.967 | 0.9 | 0. | 0.9 .| 0.
ral GB | £0.00 | 68 | 96 | 63 | 96 | 99
M 9 8 9

Behavi | Extr | 0995 | 09 | 0. [ 09| 0. | O.
our aTre | £0.00 | 95 [ 99| 94 | 99 | 99
es 2 4 4 9

1.

Conten | Log | 1.000 | 1.0 | 1. | 1.0 | 1.

es 0.008 2 62 5 55 | 97
HistGB 0.967+ | 096 | 09 | 096 | 09 | 0.9
M 0.009 8 68 3 63 | 99
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5.3 Per-class behaviour and error structure

Figure 5 presents the out-of-fold confusion matrices
for the two content-agnostic detectors. The
Structural-only matrix is strongly diagonal: every
domain is recovered with per-class F1 between 0.947
and 0.990 (Table 5). Residual confusions are
semantically plausible mapping is occasionally
mistaken for music or news/media, domains whose
look-up-style, low-parameter cadence is genuinely
similar rather than random, which further supports
the claim that the model captures behavioural
structure. Adding verb grammar (the Behaviour
matrix) removes almost all residual error.

Confusion matrix — Structural-only (HistGBM) 1o

education

finance

gaming

mapping

True domain

0.4

music

news_media

0.2
travel

weather

—0.0

ecommereglucationfinance gaming mapping music r::\;lisa travel weather
Predicted domain
Figure 5a. Confusion matrix (row-normalised) for
the Structural-only detector (HistGBM), aggregated
over 5S-fold out-of-fold predictions.

Confusion matrix — Behaviour (ExtraTrees)

1.0

ecommerce SR

education

finance
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mapping
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music

news_media
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travel

weather

—0.0

ecommereslucationfinance gaming mapping music news travel weather
Predicted domain

Figure 5b. Confusion matrix for the Behaviour
detector (ExtraTrees). Adding generic action-verb
grammar to dynamics resolves nearly all residual
confusions.

Table 5. Per-domain performance of the Structural-
only detector (out-of-fold, HistGBM).
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n 1 t

E- 0.951 0.970 | 0.96 200

commerce 0

Education 0.965 0.955 | 0.96 200
0

Finance 0.964 0.985 | 0.97 135
4

Gaming 0.958 0.978 | 0.96 185
8

Mapping 0.964 0.930 | 0.94 200
7

Music 0.960 0.960 | 0.96 200
0

News/Medi 0.972 0.967 | 0.96 180

a 9

Travel 0.982 0.976 | 0.97 170
9

Weather 0.990 0.990 | 0.99 200
0

‘ Domain ‘ Precisio ‘ Recal ‘ F1 ‘ Suppor ‘

5.4 Which behaviours carry the signature?

Figure 6 reports impurity-based and permutation
importances for the sixteen structural features. Both
agree on the dominant signals. The most informative
features are verb_entropy (0.132), avg req (0.112),
max_opt (0.105), std req (0.101), param load
(0.093). That verb-entropy, parameter-load statistics
(average and maximum required/optional parameters,
and their variability), and total parameter load
dominate is behaviourally interpretable: domains
differ chiefly in how exploratory their action
distribution is and in how heavily parameterised their
calls are weather look-ups are terse and low-
parameter, whereas financial or travel workflows
chain heavier, more variable calls. Permutation
importance, which measures the accuracy drop when
a feature is shuffled on held-out data (Eq. (10)),
confirms the ranking and shows the effect is not an
artefact of tree-split counting.

Imp(x;) = Acc(¢p) — Ex[Acc(P|z;—a (10

(a) Impurity importance (b) Permutation importance

‘ ﬁwuuuuu

_l_
ato]

000 002 004 006 008 010 o012 000 002 004 006 008 010 012
Mean decrease in impurity Accuracy drop when shuffled
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Figure 6. Structural feature importance: (a) mean
decrease in impurity; (b) permutation importance
(accuracy drop on held-out data, with standard
deviation).  Parameter-complexity —and  entropy
features dominate.

5.5 Data efficiency and generalisation

Figure 7 shows the learning curve of the Structural-
only detector. Cross-validated accuracy rises from
0.120 with 133 training trajectories to 0.967 with the
full training set, with the training validation gap
narrowing as data grow evidence of good
generalization and only mild over-fitting for a
sixteen-feature model. The curve is still gently rising
at the largest size, indicating that additional

trajectories would yield further, if modest, gains.

Learning curve — Structural-only (HistGBM)
1.0 —

0.9

Accuracy
o
o

o
N

0.6

—e— Training accuracy
—&— 5-fold CV accuracy

0.5

200 400 600 800 1000 1200
Training set size

Figure 7. Learning curve for the Structural-only
detector (HistGBM); shaded band is +1 standard
deviation of the cross-validated accuracy.
5.6 Early detection from partial trajectories
A practical detector must act before a trajectory
completes. We therefore truncate each trajectory to
its first k actions, recompute the structural features on
the prefix (Eq. (9)), and re-evaluate. Figure 8 reports
the result. From a single observed action, the detector
already reaches 0.406 accuracy roughly four times
chance and it crosses 90% by k = 4 actions,
plateauing near 0.968. Because the median trajectory
contains six calls, four to five actions represent well
under a full trajectory. This establishes that
behavioural fingerprints are available early, which is
the regime relevant to online monitoring and to
intervening before a potentially harmful action
sequence completes.

Acc(k) = E[1[3(¢(m1.£) =y(D]], k=1,2, (9

)
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Early detection: fingerprinting from partial traces
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0.0
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Numaber of observefi actions (k)
Figure 8. Early detection: 5-fold CV accuracy of the
Structural-only detector as a function of the number
of observed actions k. Four to five actions suffice for
>90% accuracy.

5.7 Computational efficiency

Table 6 profiles training cost and inference latency.
The Structural-only detector is inexpensive: it trains
in 2.16 s and classifies a trajectory in 0.16 ms on
commodity hardware using only sixteen features,
while retaining held-out accuracy of 0.952. Figure 9
plots held-out accuracy against training time for all
representation-model pairs and shows that the
dynamics-only detectors occupy the favourable low-
cost, high-accuracy region. For deployment as an
always-on observability filter, the structural detector
is thus attractive: sub-millisecond latency and a tiny
feature footprint, at a small accuracy cost relative to
the content model that would in any case be trivially
circumventable by tool renaming.

Table 7. Training cost and inference latency (single
75/25 split).

Represent Model # Fit | Laten | Hel
ation Fe | (s) cy d-
at. (ms/tr | out

aj) Acc

Structural LogReg 16 | 0.0 | 0.002 | 0.6
6 48

Structural RandomF | 16 | 0.5 | 0.072 | 0.9
orest 4 43

Structural ExtraTree | 16 | 0.4 | 0.072 | 0.9
S 2 45

Structural HistGBM | 16 | 2.1 | 0.159 | 0.9
6 52

Full LogReg | 566 | 0.1 | 0.002 | 1.0
5 00

Full RandomF | 566 | 0.6 | 0.074 | 1.0
orest 2 00

Full ExtraTree | 566 | 0.5 | 0.083 1.0
S 8 00

Full HistGBM | 566 | 17. | 0.142 | 1.0
34 00
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Figure 9. Held-out accuracy versus training time (log
scale) for every representation-model pair; marker
shape encodes representation.

Per-domain F1: dynamics-based fingerprints
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Figure 10. Per-domain FI1 for the two content-
agnostic detectors; dynamics alone already exceed
0.94 F1 in every domain.

6. Comparison with Recent Works

No prior method performs behavioural fingerprinting
of autonomous agents from tool-call dynamics, so a
like-for-like numerical comparison is not meaningful:
related methods solve different tasks on different
inputs, and reporting their headline accuracies side by
side would be misleading. We therefore compare
capabilities qualitatively in Table 8 and report
quantitative numbers only for our own method, where
they are directly measured. The comparison spans the
three most closely related paradigms: output-based
LLM fingerprinting, system-call-based host intrusion
detection, and trajectory-based agent evaluation.
Table 7. Capability comparison with the most
closely related paradigms. Dashes denote properties
that are not applicable or not comparable across
tasks; numerical performance is reported only
where we measured it directly.
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The comparison clarifies the contribution. Relative to
output-based LLM fingerprinting [15, 16, 17, 18, 20],
our method is passive and content-independent: it
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needs neither query access, owner-embedded triggers,
nor model weights, and it operates on a modality
(tool-call dynamics) that those methods do not use.
Relative to system-call HIDS [24, 25, 26], which is
the closest methodological ancestor, we transfer the
sequence-classification premise to a new domain and,
crucially, go further by isolating identity-free
structural dynamics rather than relying on call
identity. Relative to trajectory-evaluation benchmarks
[8, 10, 11, 12], we repurpose the trajectory from a
correctness artefact into an identity signal and add an
early-detection capability absent from that literature.
The performance improvements we claim are
therefore not “higher accuracy on the same task,” but
the demonstration that a strictly weaker, cheaper, and
more tamper-resistant input behavioural dynamics
with no identifying content is sufficient for high-
accuracy, early identification, a capability no prior
paradigm provides.

7. Discussion and Limitations

Scope of the label. The most important caveat is that
the recovered label is the task domain, not the
backbone model. Our results demonstrate that
behavioural dynamics fingerprint what operational
context an agent is acting in; they do not, on this
corpus, demonstrate attribution of which underlying
LLM produced the trajectory, because no public
corpus yet labels tool-call traces by backbone model.
We are deliberate about this distinction to avoid over-
claiming. The method and the factorised feature
design transfer directly to model attribution once
model-labelled traces exist, and we regard that as the
natural next study rather than a completed result.
Triviality of content and the value of dynamics. The
Content and Full representations reach perfect
accuracy, but this is an artefact of tool names being
bound to domains and is not evidence of a difficult
problem solved. We have been careful to frame the
scientific contribution around the content-agnostic
results the structural and behaviour representations—
and the early-detection analysis, precisely because
those cannot be explained by identity look-up. A
corollary is a security argument: a content-based
detector is trivially defeated by renaming tools,
whereas a dynamics-based detector keys on
properties (retry structure, parameter load, entropy)
that an agent must exhibit to accomplish its task and
cannot as easily disguise.

Single-corpus evaluation and generalisation. All
experiments use one benchmark [8]. Although it is
executable, multi-domain, and grounded in
production-style APIs, cross-corpus generalisation to
other agent ecosystems, tool taxonomies, and real
deployment logs is untested and is a threat to external
validity. The domains are also curated and largely
non-overlapping; real deployments will contain
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ambiguous or mixed-context sessions that are
inherently harder.

Adversarial robustness. Our threat model is
observational, not adversarial. A motivated agent
could attempt to evade a dynamics-based detector by
padding, reordering, or throttling its actions. Because
several discriminative features (parameter load,
success profile) are tied to task requirements, such
evasion is likely to incur a utility cost, but
quantifying the robustness—utility trade-off requires a
dedicated adversarial study. Finally, the structural
features assume the tool layer logs execution status
and parameter counts; environments that expose only
opaque tool names would fall back to the weaker
verb-only view.

8. Conclusion and Future Work

We introduced behavioural fingerprinting of
autonomous LLM agents from the dynamics of their
tool-call trajectories and showed, on a public
benchmark of 1670 executable trajectories across
nine domains, that the shape of an agent’s actions is a
strong and cheap identity signal. A representation of
sixteen content-agnostic dynamics features carrying
no tool identities whatsoever identifies the
operational context with macro-F1 0.968 against a
0.111 baseline, adding generic action grammar raises
this to 0.995, and every step of the information
gradient is statistically significant. Four to five
observed actions suffice for over 90% accuracy, and
the detector runs in well under a millisecond per
trajectory. Together these establish that behaviour,
independent of content, fingerprints an agent’s
context, a result with direct application to agent
observability, anomaly detection, and provenance in
security-sensitive deployments [32, 33, 34].

Future work proceeds along four axes. First,
backbone-model attribution: applying the identical
pipeline to traces labelled by the generating model to
test whether dynamics also fingerprint the model, not
only the task. Second, adversarial robustness:
characterising evasion strategies and hardening the
detector, drawing on the agent-security literature [35,
36, 38]. Third, richer temporal models: replacing
aggregate features with sequence models that
consume the ordered action stream and incorporate
inter-call  timing, extending the sequence-
classification tradition of host-based detection [28,
31]. Fourth, cross-corpus and streaming evaluation:
validating on independent agent logs and in an online
setting with concept drift. We release the complete,
single-file benchmark to support reproduction and
these extensions.
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